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Abstract: In line with the above, this paper investigates the findings of the Global Risks Report, and investigates the
possible impact of identified global risks on the South African risk environment. Not necessarily focused on traditional
‘Disaster Risks’, but rather considering cross-impacts and interconnectedness, the paper investigates risks such as global
governance failures, macroeconomic imbalances, illegal economies, and cyber-security risk, and the possible
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1. Introduction

1.1.The Global Risk Report

The Global Risks Report' (GRR) is an annual study undertaken by the World Economic Forum ahead of the
Forum’s Annual Meeting in Davos, Switzerland. Based on the work of the Global Risk Network, the report
describes changes occurring in the global risks landscape from year to year, and identifies the global risks
that could play a critical role in the upcoming year. The report also explores the interconnectedness of risks,
and considers how the strategies for the mitigation of global risks might be structured. Sources for the
report include an assessment by several major insurance and reinsurance companies and focus workshops,
interviews and a survey of internationally recognised experts. The report is intended to raise awareness
about the need for a multi-stakeholder approach to the mitigation of global risk. The most recent Global
Risk Report, The Global Risks 2011%, Sixth Edition, draws on the insights of 580 expert respondents to the
Forum’s Global Risks Survey across stakeholder groups and regions. The survey measured the perception of
risk likelihood, risk impact and risk interconnections from 2010 to 2020 for 37 global risks. The risks set is
based on previous Global Risks reports as well as input from the Network of Global Agenda Councils and the
Forum'’s risk partners to reflect the evolving risk context®.

This report aims to enhance understanding of how a comprehensive set of global risks are evolving, how
their interaction impacts a variety of stakeholders, and what trade-offs are involved in managing them. The
Global Risk Report (GRR2011) is a useful tool for policy-makers, CEOs, senior executives and thought leaders
around the world, and aims to equip institutions to understand and respond to global risks and to embrace
change as a source of innovation.

1.2. The Impact of Global Risks on South Africa, and the Disaster Risk Environment?

South Africa, as one of the largest economies in Africa, is not only a major player on the African continent,
but also in the global environment. Increasing globalization, and therefore increased interconnectedness
between different countries and continents, has increased the exposure of individual countries to the effects
of global events. Based on this, decision makers in South Africa should be mindful of uncertainties and risks
in the global environment. This should be done, not only to increase the resilience of South Africa to the
effects of global (downside) risks, but also to position South Africa in such a way, to effectively exploit
opportunities associated with upside risks.

Even though global risks can often be considered to only be important for role-players in strategic, high-level
and national decision making positions, there are value for decision makers in provincial and even local
municipalities to be aware of global risks, and the impact these risk can have on communities. In this sense,
the person responsible for Disaster and Risk Management on Provincial and Local level needs to take note of
changing conditions that can have an impact of future risk levels in his or her area of responsibility. This will
enable the implementation of proactive risk reduction initiatives, and enable the development of suitable
resilience levels to address possible future impacts.

The aim of this paper is therefore to provide a brief overview of current Global risks, and offer some
thoughts on possible impacts of these risks on South African communities.

" For the purpose of this paper, the acronym GRR2011 will be used to refer to the Risk Report: The Global Risks 2011, Sixth Edition:
An initiative of the Risk Response Network as published by the World Economic Forum.
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2. Key Terms and Definitions of Global Risks

Before on can investigate the impact of Global Risks, it is important to define what is meant by the term
‘Global Risk’, and to define some related terms and definitions used in the discussion of Global Risks.

2.1. Defining global risks

According to the GRR2011, for a threat to be considered a “global risk” it must have global geographic scope,
cross-industry relevance, uncertainty as to how and when it will occur, high levels of economic and/or social
impact, and it must require a multi-stakeholder approach to risk response. These terms are defined as
follows:

¢ Global Scope: Risks that affect no less than three world regions on at least two different continents.
While these risks may have regional or even local origin, their impact potentially can be felt globally;

e Cross-Industry Relevance: Risks that affect three or more industries;

e Uncertainty: Uncertainty about how the risk manifests itself within 10 years combined with uncertainty
about the magnitude of its impact (assessed in terms of likelihood and severity);

¢ Economic Impact: The risk has the potential to cause economic damage of USS 10 billion or more; and

e Multi-stakeholder Approach: The complexity of the risk requires a multi-stakeholder approach for its
mitigation.

The global risks are also classified in five domains, including Economic, Geopolitical, Environmental, Societal,
and Technological risks. An overview of these risks is provided in Figure 1 below.

€ Economic Risks ¢ Environmental Risks ¢ Geopolitical Risks
Asset price collapse Air pollution Corruption
Extreme commodity price volatility Biodiversity loss Fragile states
Extreme consumer price volatility Climate change Geopolitical conflict
Extreme energy price volatility Earthquakes and volcanic eruptions Global governance failures
Fiscal crises Flooding lllicit trade
Global imbalances and currency volatility Ocean governance Organized crime
Infrastructure fragility Storms and cyclones Space security
Liquidity/credit crunch Terrorism
Regulatory failures ® Societal Risks Weapons of mass destruction

Retrenchment from globalization

Slowing Chinese economy (<6%) Chronic diseases

Demographic challenges

Economic disparity Critical information infrastructure
Food security breakdown

Infectious diseases Online data and information security
Migration Threats from new technologies

Water security

Figure 1: Categories of Global Risks’

The GRR2011 further deals with two main types of risks. These can be defines as ‘Creeping’ and ‘Acute’
risks:

e ‘Creeping’ or ‘chronic global risks’ that manifests as long-term drains on economic or social activity, but
do not occur as major, time-bound events (for example, in health, chronic disease is in this category);
while

e ‘Acute’ or ‘event-driven global risks’ have an identifiable onset when they occur (pandemics fall in this
category).
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2.2.Some other Concepts and Definitions
2.2.1. Resilience

The UNISDR® defines resilience as “the ability of a system, community or society exposed to hazards to resist,
absorb, accommodate to and recover from the effects of a hazard in a timely and efficient manner, including
through the preservation and restoration of its essential basic structures and functions.” It is further
commented that “resilience means the ability to ‘resile from’ or ‘spring back from’ a shock. The resilience of
a community in respect to potential hazard events is determined by the degree to which the community has
the necessary resources and is capable of organizing itself both prior to and during times of need.”

This concept of ‘resilience’ is also recognised in the GRR2011, but is defined as “the ability of a system to
reorganize under change and deliver its core function continually, despite the impact of external or internally
generated risks”. Both these terms should be considered in the scope of this paper.

2.2.2. Globalization

Globalization is a concept that allows countries to benefit from capital flows, technology transfer, cheaper
imports and larger export markets in the long term®. However, the effect of globalization on any country
depends on that country’s level of economic development, structures in place during the implementation
stage, and flexibility of its economy. Globalization has three dimensions’:

e The first refers to the multiplication and intensification of economic, political, social and cultural linkages
among people, organizations and countries at the world level.

e The second dimension is the tendency towards the universal application of economic, institutional, legal,
political and cultural practices. This is related to the first dimension in that increased linkages generate a
need for common institutions and rules.

e The third dimension is the emergence of significant spill overs from the behaviour of individuals and
societies to the rest of the world. Due to the interrelation of the various dimensions, policies made in
one country are bound to have effects on another.

These three dimensions of globalization should be considered when investigating the possible impact of
Global Risks on South Africa.

2.2.3. Emergent Risk

Another important concept in the field of Global Risk is the term ‘Emergent Risk’. This term is used to
describe risks that are poorly understood, but are expected to grow greatly in significance. Unlike other
risks, emergent risks do not have a track record which can be used to estimate likely probabilities and
expected losses.?

Some example of risks that were considered ‘Emergent Risks’ at some stage includes the development of the
first Atomic Bomb and the Human immunodeficiency virus (HIV), causing Acquired immune deficiency
syndrome (AIDS). Current Emergent Risks includes risks associated with Climate Change, and new virus or
bacteria strains, with the potential of causing pandemics.
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3. Findings of the Global Risk Report and Implications for Southern Africa

According to the GRR2011, the recent financial crisis has reduced global economic resilience, while
increasing geopolitical tension and heightened social concerns suggest that both governments and societies
are less able than ever to cope with global challenges.

The GRR further suggests that the world faces ever-greater concerns regarding global risks, the prospect of
rapid contagion through increasingly connected systems and the threat of disastrous impacts. In discussing
these risks and impacts, the GRR make use of the following classification and identified risks:

* The Global Risk Landscape: Providing an overview of identified risks, as plotted on a two axis scale,
namely Perceived Impact and Perceived Likelihood.

* The Risk Interconnection Map: Providing a visualization of perceived risk interconnections and the
relative strengths.

e Cross-cutting Global Risks: Considered as significant risks, given their high degrees of impact and
interconnectedness —identified as:
0 Economic Disparity and Social Fragmentation
0 Global Governance Failures

* Three Important Risks in Focus: Providing an overview of three distinct risk ‘clusters’, identified as:
0 The “macroeconomic imbalances” nexus
0 The “illegal economy” nexus
0 The “water-food-energy” nexus

*  Five Risks to Watch: Which includes risk perceived as having high levels of variance and low levels of
confidence, and considered to possibly have severe, unexpected or underappreciated consequences:
Risks included under this classification were:

0 Cyber Security

Demographic challenges and opportunities

Resource security

Retrenchment from globalization

O O O o

Weapons of mass destruction

The above summarized categories form the basis of the GRR2011, and will be used to discuss the findings of
the GRR, as well as the possible implications of these risks on the South African risk environment.

3.1.The Global Risk Landscape

The ‘Global Risks Landscape 2011: Perception data from the World Economic Forum’s Global Risks Survey’
provides an overview of identified risks, as plotted on a two axis scale, namely Perceived Impact and
Perceived Likelihood (See Figure 2). This provides a relative rating of perceived risk levels of a number of
identified global risks.
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€ Economic Risks

Asset price collapse

Extreme commodity price volatility
Extreme consumer price volatility
Extreme energy price volatility
Fiscal crises

Global imbalances and currency volatility
Infrastructure fragility
Liquidity/credit crunch

Regulatory failures

Retrenchment from globalization
Slowing Chinese economy (<6%)

Figure 2: Global Risks Landscape 2011: Perception data from the World Economic Forum’s Global Risks

Survey’

® Environmental Risks
Air pollution
Biodiversity loss
Climate change
Earthquakes and volcanic eruptions
Flooding
Ocean governance
Storms and cyclones

# Societal Risks

Chronic diseases
Demographic challenges
Economic disparity
Food security

Infectious diseases
Migration

Water security

L 2R 4

Higher perceived
impact

Higher perceived
likelihood

® Geopolitical Risks
Corruption
Fragile states
Geopolitical conflict
Global governance failures
llicit trade
Organized crime
Space security
Terrorism
Weapons of mass destruction

# Technological Risks
Critical information infrastructure
breakdown

Online data and information security
Threats from new technologies
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Risks located to the top left of the figure represents risk perceived as having a higher likelihood coupled with
a perceived higher impact. The colour coding represents the appropriate risk ‘domain’, while the size and
colour shading represents the likelihood and impact respectively.

The Global Risks Landscape 2011 reveals that respondents in general perceive event-driven risks as having
higher impact than risks that are more chronic in nature and more distributed over time. This is a well-
known bias in risk perception - there is a tendency to discount the impact of risks which are long-term and
familiar, and the tendency to inflate the impact of risks which involve extreme “shocks”, such as fiscal crises
and geopolitical conflict.

There are, however, three interesting exceptions to this observation.

e First, the risk of climate change, though defined explicitly as chronic in nature, ranked highest when
likelihood and impact are combined.

e Two other “chronic” risks are seen as particularly likely and of high impact: economic disparity and
global governance failures.

The global risks perceived as having the highest combined impact and likelihood among those assessed
appear in Table 1 below.

Table 1: Top 10 Risks by Likelihood and Impact Combined™’

Ranking Likelihood x Impact
’

w

Global governance failures

o OO B
m
[
I
L
[
[

-~
.
)
=
—

8 Corruption
9
10

The Top 10 ranking includes three Environmental and three Geopolitical risks, as well as two Economic and
two Societal risks.
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3.2. Risks Interconnection Map 2011

The ‘Risks Interconnection Map (RIM)’ provides a visualization of perceived risk interconnections and the

relative strengths. The RIM is shown in Figure 3 below.

Liquidity /
credit crunch‘
Slowing Chinese Economy’
& Retrenchment
X from globalization
Asset price collapse

Global imbalances and ‘/’\\’Flscal crises

currency volatility
Extreme consumer

price volatility \ egulatory failures

Extreme energy lllicit trade
price volatility \ Cor/ruptl on
’ ‘ ’ Space security
“~~ 4. Organized crime
Extreme commodity \ // ’ "

price volatility '\ gconomic dlspanty Global governance failures
Demographic challenges / Fraglle states Online data and
’ / Terrorism information security
Infectious
diseases Migration Geopolmcal conflict
) Food secunty \‘ R "
Water security Weapons of  Critical information

\ mass destruction ! infrastructure
‘ ki n
Chronic diseases Threats from breakdow:

new technologies
Biodiversity loss

CI@ange Infrastructure fragility
Air pollution

Ocean governance
Flooding

Storms and

cyclones
Earthquakes and
volcanic eruptions

*0 LI " . ;
Economic Environmental Technological

Risks * Risks * Risks
Higher perceived Higher perceived Higher perceived Geopolitical Societal
likelihood impact interconnection Risks Risks

Figure 3: Risks Interconnection Map (RIM) 2011"

As was the case with the Global Risk Landscape, the colour coding again represents the appropriate risk
‘domain’ while the size and colour shading represents the likelihood and impact respectively. The
perceived interconnections between the risks are now also shown in the form of different gradients of
lines. The top 10 risks in terms of average strength of these interconnections are shown in Table 2

below.
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Table 2: Top 10 Risks by Likelihood and Impact Combined™

Ranking Interconnection

y
2 Global governance failures
3 Geopolitical conflict

4 Fragile states

5 Corruption

6

 § Regulatc re

8

9 Fiscal crises

10 Asset price collapse

According to the GRR2011, the data indicate that the most interconnected risks are economic disparity and
global governance failures. This makes them central to the visualization of risk interconnections. It also
makes them central to our understanding of global risk as it implies that they are particularly important in
shaping the contemporary risk context, creating or exacerbating other global risks and inhibiting effective
response.

Interestingly, the distribution of their interconnections differs substantially. Global governance failures
directly impact a large number of other risks, and are perceived predominantly as an influencer of other
risks. Economic disparity, on the other hand, has stronger interconnections with a smaller set of risks and
there is more evidence of perceived feedback loop dynamics.

These two risks are termed ‘cross-cutting’ global risks, and are discussed in more detail below.

3.3.Two cross-cutting global risks

The two risks, Economic disparity" and Global governance failures™ are especially significant given their high
degrees of impact and interconnectedness. Both influence the evolution of many other global risks and
inhibit our capacity to respond effectively to them.

According to the GRR2011%, Globalization has generated sustained economic growth for a generation. It has
shrunk and reshaped the world, making it far more interconnected and interdependent. But the benefits of
globalization seem unevenly spread — a minority is seen to have harvested a disproportionate amount of the
fruits. Although growth of the new champions is rebalancing economic power between countries, there is
evidence that economic disparity within countries is growing.

" Wealth and income disparities, both within countries and between countries
" Weak or inadequate global institutions, agreements or networks
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Issues of economic disparity and equity at both the national and the international levels are becoming
increasingly important. Politically, there are signs of resurgent nationalism and populism as well as social
fragmentation. There is also a growing divergence of opinion between countries on how to promote
sustainable, inclusive growth.

To meet these challenges, improved global governance is essential. But this is another 21st century paradox:
the conditions that make improved global governance so crucial — divergent interests, conflicting incentives
and differing norms and values — are also the ones that make its realization so difficult, complex and messy.
As a result, we see failures such as the Doha Development Round of the World Trade Organization (WTO) and
the lack of international agreement at the Copenhagen Conference on climate change. The G20 is seen as
the most hopeful development in global governance but its efficiency in this regard has not been proven.

In this context, the two cross-cutting risks, as well as the possible implications for South Africa, are discussed
in more detail below.

3.3.1. Economic Disparity and Social Fragmentation

Before discussing these two cross-cutting risks, it is necessary to identify what is meant by the terms
‘Economic Disparity’ and ‘Social Fragmentation’.

Economic Disparity, also referred to as Economic Inequality, comprises all differences or inequalities in the
distribution of economic assets and income. Social Fragmentation can be defined as ‘a decline in social
cohesion, while the term Social cohesion is a term used by social policy, sociology and political science to
describe the bonds or ‘glue’ that bring people together in society, particularly in the context of cultural
diversity."

Social cohesion can also be defined as the “connectedness among individuals and social groups that
facilitates collaboration and equitable resource distribution at the household, community, and state level.
Social cohesion is essential for societal stability and for easing the material and psychological strains of

poverty.”*®

A British Report' indicates that social cohesion is a “multi-faceted notion covering many different kinds of
social phenomena. It is sometimes used as a euphemism (synonym) for the state of race relations, but we
define the term more broadly here.”

In a World Bank Report® on Poverty in 47 Countries, issues associated with Social Fragmentation are also
discussed. This discussion provides a useful overview of the effect of Social fragmentation in society:
“Around the world social fragmentation was associated with major economic disruptions; anger over the fact
that new opportunities were limited to the rich, the powerful, or the criminal; migration in search of
employment; an overall environment of lawlessness combined with failure of systems of police and justice;
and increased crime and violence. In all societies, people live in social groups stratified by ethnicity, caste,

race, tribe, class, or clan.”*’

The report also discusses possible effects resulting from social fragmentation: “When state institutions
cannot provide a secure and predictable environment, unmitigated power asymmetries can become highly
polarized. In response, social groups may rally to provide security for their members. However, a
strengthening of ties within individual social groups (bonding) can aggravate existing cleavages and further
marginalize those who are already excluded from these groups (exclusion). If intra-group bonding is
accompanied by a breakdown of social cohesion among groups, institutions become the agents of partisan
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interests, rather than the agents of equitable social redress. In such cases, trust in both state and civil society
institutions, whose role it is to mediate individual and group claims, spirals downward. A lack of trust in
society’s institutions tends to reinforce people’s desire to seek security within groups, rather than within
society, which in turn exacerbates a cycle of insecurity, social exclusion, and increased levels of conflict and
violence. (This Cycle of Social Fragmentation is illustrated in Figure 4). Social fragmentation can permeate
society, erupting, for example, as domestic violence in the household, rising crime and violence in the
community, and massive corruption and civil conflict at the state level. Severe conflict of this type has

afflicted over 50 countries since 1980, displacing an estimated 30 million people as a direct result.”*°
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Figure 4: Cycle of Social Fragmentation (Based on Narayan, D. 1999)

In order to prevent social fragmentation, and increase social cohesion, the drivers and dimensions,
influencing social cohesion need to be addressed. Therefore, in an effort to define the drivers and
dimensions of social cohesion, a British Report21 identified five basic dimensions of social cohesion. These
different dimensions of cohesion have an important bearing upon each other but they are not synonymous.
Figure 5, shown below, conveys the essential features of these dimensions in a simple summary framework.
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Figure 5: Different dimensions of social cohesion®

The report describes the five dimensions of social cohesion as follows: %

Material conditions are fundamental to social cohesion, particularly employment, income, health,
education and housing. Relations between and within communities suffer when people lack work and
endure hardship, debt, anxiety, low self-esteem, ill-health, poor skills and bad living conditions. These
basic necessities of life are the foundations of a strong social fabric and important indicators of social
progress.

The second basic tenet of cohesion is social order, safety and freedom from fear, or passive social
relationships. Tolerance and respect for other people, along with peace and security, are hallmarks of a
stable and harmonious urban society. The opposite is lack of acceptance of social and cultural
differences, along with conflict and crime, hence stress, insecurity and instability.

The third dimension refers to the positive interactions, exchanges and networks between individuals and
communities, or active social relationships. Such contacts and connections are potential resources for
places since they offer people and organisations mutual support, information, trust and credit of various
kinds. The opposite is misunderstanding, suspicion, mistrust and resentment, which undermine social
well-being.

The fourth dimension is about the extent of social inclusion or integration of people into the
mainstream institutions of civil society. It also includes people’s sense of belonging to a city and the
strength of shared experiences, identities and values between those from different backgrounds — do
they have a genuine stake in local society and pull together? The opposite is social or residential
segregation, social exclusion, disaffection and isolation.

Lastly, social equality refers to the level of fairness or disparity in access to opportunities or material
circumstances, such as income, health or quality of life, or in future life chances. The opposite is a high
level of inequality in living standards or very unequal prospects for upward social mobility. This may be
associated with frustration, envy and resentment experienced by those lower down the scale, which can
damage overall social welfare in a variety of ways.
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The report also remarks that one of the complications associated with the concept is that the state of social
cohesion differs depending on whether one is referring to cities, neighbourhoods or particular social groups.
Tight-knit communities may exist within a fractured city if they involve self-centred behaviour and
discrimination against other groups. In other words, one group’s coherence may come at the expense of
another’s exclusion. ** The above description provided background on the aspect associated with Economic
Disparity and Social Fragmentation, and the findings of the GRR is provided below.

3.3.1.1.The GRR findings on Economic Disparity and Social Fragmentation

According to the GRR2011%, the Global Risks Survey identified economic
disparity as one of the most important risks in the coming decade. The

Forum’s Global Agenda Council survey also supports this finding, having Wealth and income

ranked economic disparity as the second most important trend in terms disparities,  both  within
. . . . countries and between
of impact on the business community and as the most underestimated . .
countries, threaten social

trend in terms of its impact. o .
and political stability as well

Economic disparity is tightly interconnected with corruption, as economic development.
demographic challenges, fragile states, global imbalances and asset- GRR 2011
price collapse.

Respondents taking part in the GRR study, perceived economic disparity
as influencing chronic diseases, infectious diseases, illicit trade, migration, food (in)security, terrorism and
weapons of mass destruction. They saw economic disparity as influenced by climate-change related risks
and global governance failures. The data indicate that economic disparity and geopolitical conflict reinforce
one another.

Economic disparity plays out between and within countries. Ease of communication has made inequalities
between countries more visible. Despite robust growth in some emerging economies, many countries
remain trapped in a cycle of poverty with tremendous implications ranging from lack of access to basic social
infrastructure such as good education, healthcare and sanitation to political fragility of the state.

Stakeholders also expressed concerns over evidence of rising economic disparity within countries, in
advanced and emerging economies alike. Economic analysis by the OECD" and others suggests that real
income growth of the top income quintiles of the populations in Finland, Sweden, the United Kingdom,
Germany, ltaly, and the USA was twice as large as that of the bottom quintiles between the mid-1980s to
mid-2000s. Income inequality as measured by the Gini Index over the past decade has also increased rapidly
in emerging economies such as India, China, or Indonesia. While such studies are subject to methodological
criticisms and there is disagreement over the findings, the risk of rising economic disparity, even in terms of
perception alone, is concerning. %

Many factors may have contributed to this trend within countries, including the erosion of employment
culture, the decline of organized labour, and failures of education systems to keep pace with the increasing
demands of the workplace. Economic disparities are also seen as contributing to a broader process of
global social fragmentation. Globalization has led to different groups within countries having divergent
economic interests, undermining a sense of broader national solidarity.

v Organisation for Economic Co-operation and Development
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At the same time, transnational associations are becoming more important in individual and group identity,
enabled by the internationalization of media and communication. Traditional forms of association have
been eroded. Trust in institutions seems to have dropped. In part, it may be that vertically-integrated
national societies are being replaced by more fluid, transnational societies. This naturally offers a range of
opportunities for cross-cultural communication and community-forming unhindered by geography.
However, it also creates tensions within countries that lead to global risks, and undermines governments’
political capacity to respond to local manifestations of those risks’.

3.3.1.2.The South African Situation on Economic Disparity and Social Fragmentation

For the purpose of this paper, aspects associated with Economic Disparity of South African communities will
be discussed at the hand of the recently released South African Development Indicators Report®®. The report
contains a section on Poverty and inequality, with some of the findings shown below:

e For the poorest 10% of the population monthly income increased from R783 to R1041 between 1994
to 2009. Whilst for the richest 10% of the population monthly income increased from R71 055 per
month to R97 899.

* There are huge income inequalities with the richest 70% of income accruing to the richest 20% and
the poorest 10% getting less than 0.6%.

* The monthly real income of the poorest 10% of the population increased from R742 in 1995 to
R1386 in 2008/09. Whilst for the richest 10 % it almost doubled increasing from R13 416 to R26 602.

e Poverty and inequality remain major challenges for South Africa. Using the Gini-coefficient,
inequality worsened from 0.64 to 0.66 in 2008.

e Using a R524 poverty line, poverty headcount index decreased from 58% in 2000 to 49% in 2008.
Using a R283 poverty line, poverty headcount decreased from 38% in 2000 to 22% in 2008. The
decline in poverty headcount is largely due to an increase in social grant uptake.

e Using the latest available data and comparing it with the Income and Expenditure Survey of 1995, it
can be concluded that while absolute and relative poverty has declined, inequality has worsened.
Using a poverty line of R524 a month or a poverty line of R283 a month, poverty depth has declined,
over the years. However after the initial success between 1995 and 2005 (if using the R283 per
month poverty line), the severity of poverty has not been dented. This could signal that the poverty
reduction policies and the social security net is failing the poorest.

Based on the above, Economic Disparity seems to remain a challenge in South Africa. The challenge is,
however, how to reduce disparity, while ensuring sustainable economic development. Some might believe
the answer lies in ‘taking from the rich and giving to the poor’, however, this will only be a short term
solution, and will not be sustainable, or provide long term results. In order to ensure sustainable economic
development, the answer lies in foundational considerations, such as good governance, skills development,
education, training and improving access to markets.

For the purpose of this paper, aspects associated with Social Cohesion and Fragmentation of South African
communities will be discussed at the hand of the recently released South African Development Indicators
Report®. This report contains an entire chapter on the topic of Social Cohesion.
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Social Cohesion in South Africa are discussed in terms of the following ‘indicators’:

e Voter participation;

e Percentage of women who are members of legislative bodies;
e Identity based on self-description;

e Confidence in a happy future for all races;

e Pride in being South African.

e Public opinion on race relations; and

e Country going in the right direction.

In the context of Social Cohesion, the goal associated with Voter Participation relates to the promotion of
equal participation of all citizens in the democratic electoral process across all provinces. In this regard, the
report® indicates that “Voter participation will not reach the heights of 1999 whereby over 89% of registered
voters, voted. The reason for the "creeping apathy" is attributed by researchers to the fact that there is no
real alternative presented by the opposition parties to the ruling party's policies. On the other hand the
dominance of the ruling party could mean that there will be people who will feel alienated and homeless.
Another explanation could be that South Africa is reaching political maturity, and like in all mature
democracies, voter turnout will be low. The lower rates of participation in local elections is typical of many
local elections; it is a global phenomena.”

In the context of Social Cohesion, the aim is to increase the participation and representation of women in
legislative bodies. The report™ found that “there is a vast improvement in the representation of women in
all three tiers of government. Overall representation rose from 27.8% in 1994 to 43.3 % in 2009. Even the
province that had the lowest representation in 1994, KZN with 13.6% representation, stood at 37.5% in 2009.
Indeed, in the 2009 elections, all provinces met the SADC 1997 Gender and Development commitment of
ensuring women in politics and decision making representative target of 30%. There, however, is clamour
from civil society for an even better representation at 50%. Those voices want that 50% gender
representation be enshrined in legislation.”

The report also considers the aspect of self-description, with the goal of promoting social cohesion and a
national identity. An overview of the results from the report is shown below.
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Figure 6: Indicators: Self-Description*
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The report® indicates that there has been a marked increase in the number of people who see themselves
as Africans from 18.4% to 30.2%. This could be linked to increased immigration from the rest of the
continent. The proportion of people who identify themselves as South African has remained more or less
constant. In South Africa only about half of people see themselves as South Africans 16 years after universal
voting rights were bestowed in the entire populace.

The Development Indicators Report* also considers the confidence in a happy future for all races as well as
pride in being South African. The goals of these two indicators include the elimination of racism while
building the nation, and the promotion of a national identity, respectively. Trends associated with each of
these indicators are shown below:
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Figure 7: Indicators: Happy Futures for All Races and Pride in being South African®

It is interesting to note that, at all periods surveyed, over 50% of all races are confident in a happy future.
The decline in happiness coincides with the onset of the global financial and economic crisis that led to a
recession occurring in South Africa for the first time after decades of growth and boom. The lowest points
were in 2008/09 where negative growth of -1.8% was experienced. South Africa emerged from the
recession in the third quarter of 2009 and the confidence in the happy future for all races began to rise from
60% to about 66%.>°

The level of Pride in being South African also shows some relationship to the economic cycle. During the
boom years pride was at its highest (90%) and lowest at the height of the economic crises (66%). However
at all times about 2/3 of the populace and more were proud of being South African.

The final two indicators for discussion, as contained in the Development Indicators Report® consider the
opinion on the improvement of race relations, and if South Africa is going in the right direction. The goal of
these two indicators is the elimination of racism while building the nation. Trends associated with each of
these indicators are shown below:
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Figure 8: Indicators: Country Moving in right direction and Race Relations*®

With regard to the improvement of race relations, the report indicates that after “..the height of good race
relations in 2000, according to this survey, the number of people who are of the opinion that race relations
are improving has hovered around 50 to 60% of the population. This could be signalling an urgent need for a
sustainable nation building exercise that will focus primarily in bringing the races closer thus building

towards a non racial, non sexist society; united in its diversity.”>° F°"s’s added

On the question if South Africa is moving in the right direction, the following was reported: “From the early
years of 1994 when 76% felt we are going the right direction, fewer people are feeling South Africa is heading
in the right direction, even the hype of the FIFA world cup was not able to bring back people's optimism to
the height of 1994 according to the survey.”*

The above mentioned results might be cause for concern, especially in light of the Cycle of Social
Fragmentation as discussed under Section 3.3.1. During uncertainty people tend to seek security within
groups, which can lead to a cycle of insecurity, social exclusion, and increased levels of conflict and violence.
The above indicators only contain information up to the first half of 2010, and it will be important to see
what effect the developments in South Africa during 2010 and 2011 had on the these and other indicators.

3.3.2. Global Governance Failures

Before aspects of Global Governance Failures can be discussed, it is important to define what is meant by
the term ‘Governance’. Based on one definition, ‘governance’ can be defined as the act of governing — It
relates to decisions that define expectations, grant power, or verify performance. It consists of either a
separate process or (forms) part of management or leadership processes. These processes and systems are
typically administered by a government.** The World Bank defines governance as “the exercise of political
72 Therefore, in

discussing the risks associated with Global Governance failures, it can be seen as the failure of global political

authority and the use of institutional resources to manage society’s problems and affairs.

authority and resources in managing society’s problems and affairs.
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The above definition relates primarily to Global Governance Failures, but the role of international, national
or local governance failures should also be considered. The World Bank® defines country specific
governance as being “associated with the set of traditions and institutions by which authority in a country is
exercised.” In line with this and above mentioned definitions, National Governance Failure can be defined as
“the failure of political authority, resources, traditions and institutions, by which authority in a country is
exercised in order to manage a country’s problems and affairs.” This definition is not considered an absolute
definition, but will be adopted for the purpose of this paper.

In order to define the level of Governance in a specific country or society, it is necessary to define specific
indicators of drivers. Various indicators or drivers can be used to define and classify the level of governance,
and the World Bank’s Worldwide Governance Indicators project defines a number of indicators. The World
Bank* states that the political, economic, and institutional dimensions of governance are captured by six
aggregate indicators:

* Voice and accountability — the extent to which a country’s citizens are able to participate in selecting
their government, as well as freedom of expression, freedom of association, and a free media;

* Political stability and absence of violence, perceptions of the likelihood that the government will be
destabilized or overthrown by unconstitutional or violent means, including domestic violence and
terrorism;

¢ Government effectiveness the quality of public services, the quality of the civil service and the degree
of its independence from political pressures, the quality of policy formulation and implementation, and
the credibility of the government’s commitment to such policies;

* Regulatory quality — the ability of the government to formulate and implement sound policies and
regulations that permit and promote private sector development;

¢ Rule of law — the extent to which agents have confidence in and abide by the rules of society, and in
particular the quality of contract enforcement, the police, and the courts, as well as the likelihood of
crime and violence; and

e Control of corruption is the extent to which public power is exercised for private gain, including both
petty and grand forms of corruption, as well as “capture” of the state by elites and private interests.

The above indicators provide a basic overview of the aspects that can be considered under Governance, and
will be adopted fir the purpose of this paper. Possible definitions of ‘governance’, ‘governance failure’ and
indicators used to define governance have been discussed above, and the findings of the GRR on Global
Governance Failures are discussed below.

3.3.2.1.The GRR findings on Global Governance Failures

The GRR2011” indicates that: While risks are increasingly
globalized and interconnected, global governance capacities are Weak or inadequate  global
institutions, agreements or

networks, combined with
exacerbate systemic global risks. Survey results showed strong competing national and political

highly fragmented. Global governance failures create and

interconnections between global governance failures and interests, impede attempts to
regulatory failures, corruption and economic disparity, with CPEperate on addressing global
rISKS.

retrenchment from globalization and global governance failures

being seen as mutually reinforcing.
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Global governance failures cited by experts include®:

¢ UN climate change negotiations

¢ The uncompleted Doha Development Round of trade negotiations

e Lack of progress on some of the Millennium Development Goals

e The stalling of United Nations’ Security Council reform; and

e Challenges to frameworks designed to prevent the proliferation of the capability of nuclear weapons.

There is a growing sense of paralysis in responding to global challenges. The Washington Consensus is no
longer accepted as the baseline model for economic development, but neither has it been replaced by an
alternative set of unified values. The United States’ National Intelligence Council and the European Union’s
Institute for Security Studies recently concluded that current governance frameworks will be unable to keep
pace with looming global challenges unless extensive reforms are implemented. Increasingly, emerging
economies feel that unfairly they have insufficient influence in international institutions as they are currently
designed. Yet there is uncertainty over the ability and willingness of rising powers to shoulder a greater
share of global responsibilities, as well as reluctance on the part of established powers to recognize the
limits of their own power.

It is uncertain whether global governance will muddle along with an increasingly ill-fitting institutional
framework, whether we will find the capacity and will to embrace more agile structures enabled by global
networks and new forms of collaboration, or whether the idea of coordinated global governance will be
discarded entirely.

Effective global governance is also held back by ineffective decision-making structures at the national level.
Arguably, technological and social shifts have weakened the ability of leaders to implement internationally
agreed commitments which are unpalatable in the short-term, as the cost of mobilizing interest groups has
fallen. The difficulties in achieving an international climate change agreement, as well as resistance to
internationally coordinated macroeconomic policy measures, are cases in point. A counterbalance would be
a well-informed and well-mobilized global public opinion sharing norms and values of global citizenship, but
this is not yet fully developed.*’

3.3.2.2.The South African Situation on Governance Failures

South Africa is one of the countries included in the World Bank’s Worldwide Governance Indicators project.
Even though there is criticism associated with the results of the project, it provides a basic indication of the
Governance profiles in various countries. As discussed in Section 3.3.2, the six aggregate indicators used in
the assessment are:

e Voice and accountability;

e Political stability;

e Government effectiveness the quality of public services;
e Regulatory quality;

¢ Rule of law; and

e Control of corruption.

The indicators for South Africa, covering the period between 1996 and 2009 are shown in Figure 9 and
Figure 10 below.
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South Africa: Aggregate Indicators
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Figure 9: Aggregate Governance Indicators™

These charts show the percentile rank of South Africa on each governance indicator. Percentile rank
indicates the percentage of countries worldwide that rate below South Africa. Higher values indicate better
governance ratings. Percentile ranks have been adjusted to account for changes over time in the set of
countries covered by the governance indicators. The original charts include dashed lines, referring to
statistically-likely range of the governance indicator, however, these lines were not shown for the purpose of
this paper. An interpretation of a percentile rank of 75%, will indicate that an estimated 75% of the
countries rate worse and an estimated 25% of the countries rate better than the country of choice.

Figure 9 represents the Government Effectiveness, Regulatory Quality and Rule of Law indicators. It would
appear that the all three the indicators remained relatively constant over the 13 year period, ranging mostly
between 50% and 80 %. The indicators associated with Government Effectiveness and Regulatory Quality
seems to show a reduction over the period covering 2007 to 2009.
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Figure 10: Aggregate Governance Indicators®
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Figure 10 represents the Voice and Accountability, Political Stability and Control of Corruption indicators for
the period between 1996 and 2009. Most noticeably is the improvement of the Political Stability indicator in
the period between 1996 and 2007. There is however, a 9.5% reduction in the indicator between 2007 and
2009. The other indicators percentile ratings vary between 60% and 80% over the shown period, with both
indicators showing an overall reduction between 1996 and 2009.

The above indicators do not provide enough information to draw conclusions on the question if the South
African Government is failing — especially in the context of the GRR2011. However, the indicators provide an
interesting overview of key governance dimensions, with some indicators displaying a downward trend,
keeping in mind that the indicators for 2010 is not available at the current time. The observed trend can be
due to a number of reasons, and it is important for all interested parties to identify the reasons for the
trend, and, where deemed necessary, implement the appropriate measures to reverse any negative trends
in governance.

3.4.Three important risks in focus

Based on the findings of the GRR2011, except for the two “cross-cutting risks” discussed above, the Risk
Interconnection Map (Section 3.2) further revealed three distinct risk clusters®. These risk clusters are:

¢ Global imbalances and currency volatility, asset-price collapse and fiscal crises;
e lllicit trade, organized crime, corruption, and fragile states; and
e Climate change, water security, food security and extreme energy price volatility.

As part of the GRR, risks were defined by category, and it is interesting to observe that societal risks were the
most influential on risks in other categories. While much media attention is paid to geopolitical and

51

economic risk, social risks may in fact be of greater systemic concern.” Each of the above ‘clusters’ (also

referred to as a ‘nexus’), as well as possible implications for South Africa, are discussed in more detail below.
3.4.1. The “macroeconomic imbalances” nexus

The term ‘Macroeconomics’ is defined as a branch of economics dealing with the performance, structure,
behaviour, and decision-making of the entire economy — this includes a national, regional, or global
economy>>. Macroeconomic imbalances also include aspects related to currency volatility, economic
relationships between developed and developing countries, and budget deficits. In line with this, the
Macroeconomic imbalances nexus therefore relates to imbalances in aspects related to national, regional
and the global economy. The findings of the GRR in terms of Macroeconomic imbalances are provided
below.

3.4.1.1.The GRR findings on the “macroeconomic imbalances” nexus

According to the GRR2011 the macroeconomic imbalances nexus is “A cluster of economic risks including
macroeconomic imbalances and currency volatility, fiscal crises and asset price collapse arise from the
tension between the increasing wealth and influence of emerging economies and high levels of debt in
advanced economies. Savings and trade imbalances within and between countries are increasingly
unsustainable while unfunded liabilities create extreme long-term pressure on fiscal positions. One way out
of these imbalances would be coordinated global action but this is challenging given the conflicting interests
of different states.”
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Figure 11: The macro-economic imbalances nexus’’
According to the GRR2011, this cluster of three economic risks — global imbalances and currency volatility,

fiscal crises and asset price collapse — is characterized by both internal imbalances (within countries) and
external imbalances (between countries).

Internal imbalances are produced by many factors, including government policies and private sector
behaviour and are influenced by the stage of economic development. Fiscal imbalances in advanced
economies have widened because of government profligacy (extravagance / wastefulness). They were
exacerbated by the impact of the financial crisis. First, many governments were forced to set aside large
packages to bailout failing banks and stabilize the financial system. Second, and more importantly, many
governments provided large fiscal stimuli to mitigate the recessionary impact of the crisis. The combination
of bailout and stimulus packages resulted in burgeoning deficits and expanding debt-to-GDP ratios,
particularly in advanced economies.

At the heart of global imbalances is a mismatch between saving and investment. Deficit countries do not
save enough relative to their investments, and surplus countries do not invest enough given their high
savings. In principle, external imbalances are not bad. Capital will tend to flow to the most profitable use; in
a globalized system, that includes cross-border capital flows. As long as the recipients of such flows put
them to productive use (i.e. as long as the resulting investments generate revenue that is high enough to
serve and amortize the debt incurred) no major problem arises. External imbalances become a problem if
they contribute to an unsustainable accumulation of debt or, for countries that actively control their
exchange rates, if they lead to an unsustainable accumulation of foreign reserves. These imbalances lead to
two primary risks. First, they lead to slow growth, increasing accumulation of debt and fiscal pressures
create risks of sovereign defaults in certain advanced economies which could also affect banking systems
worldwide (and vice-versa). Second, such weakness creates the risk of excessive capital flows to emerging
markets, increasing the bubble risk and potentially leading to asset price collapse. While global imbalances
will continue to imply a net flow of capital from surplus to deficit countries, these risks arise when increases
in gross flows of capital from advanced to emerging economies are not matched by the commensurate
ability of economies to absorb such flows productively.

Table 3 provides a non-exhaustive list of the direct and indirect impacts of these risks to stakeholders. These
risks link strongly to other global risks. For example, fiscal pressures in advanced economies will accelerate
the on-going power shift towards Asia, increasing the risk of geopolitical tensions. All three risks could also
exacerbate global governance failures as countries resort to zero-sum calculations and short term, populist
solutions.
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Table 3: Impact of risks related to macroeconomic imbalances (non-exhaustive)™

Impacts Direct Impacts Indirect Impacts
e Advanced economies: Tough budget decisions in e Lack of political will to address other
Impact on balancing stimulus and austerity; debt defaults, global challenges such as climate
rescheduling or rescue change
governments

. Emerging economies: Increased need to explore
currency adjustment

e  Advanced economies: Low growth in face of severe e Welfare increases in China in the
austerity; inability to meet entitlement commitments longer term as a result of greater
Impact on society / e  Emerging economies: Social adjustments through shift reliance on domestic consumption
populations towards domestic demand rather than exports (need once rebalancing takes place

for redistribution and social security schemes to boost
consumption and lower savings)

e  Protectionist (trade and financial) pressures e Realignment of business models as
. e Threat of collapse of banking system along with global adjustments and retrenchment
Impact on business . . . .
government finance; uncertainty from globalization shift demand
patterns

For the purpose of this paper, the Macroeconomic Imbalances Nexus will not be discussed in further detail.
The GRR2011 provides a more detailed description on this nexus, and can be consulted for more
information. The South African situation with regard to the Macroeconomic Imbalances Nexus, as part of
this specific ‘Risks in Focus’ will also not be discussed in detail. This does not in any way suggest that this is
not an important risk, requiring further attention.

3.4.2. The “illegal economy” nexus

The second ‘Risk in focus’ as identified by the GRR2011, is the Illegal Economy nexus. An illegal economy can
be defined as “consisting of income produced by economic activities pursued in violation of legal statutes
defining the scope of legitimate forms of commerce. lllegal economy participants engage in the production
and distribution of prohibited goods and services”. Some typical activities considered as part of the illegal
economy includes drug trafficking, arms trafficking, prostitution, trade in counterfeit goods, and gambling. >
*®. The discussion of the Illegal Economy nexus, as found in the GRR2011 is provided below.

3.4.2.1.The GRR findings on the “illegal economy” nexus

The GRR2011 summarizes the ‘illegal economy nexus’ as a cluster of risks including state fragility, illicit trade,
organized crime and corruption. A networked world, governance failures and economic disparity create
opportunities for such illegal activities to flourish. In 2009, the value of illicit trade around the globe was
estimated at US S1.3 trillion and growing. These risks, while creating huge costs for legitimate economic
activities, also weaken states, threatening development opportunities, undermining the rule of law and
keeping countries trapped in cycles of poverty and instability. International cooperation — both on the supply
side and on the demand side — is urgently needed.”
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Figure 12: The illegal economy nexus®’

Illicit trade, organized crime and corruption are chronic risks that are perceived as highly likely to occur and
of medium impact. As a highly interconnected nexus representing the illegal economy, however, experts see
these risks as of central importance to the global risk landscape. As Figure 12 illustrates, both survey data
and experts suggest that this nexus heavily influences three other important global risks — fragile states,
terrorism and geopolitical conflict— which, in turn, have a significant and negative impact on global stability.

There is a feedback loop between this nexus and economic disparity. Economic disparity provides an
enabling environment for illicit trade, corruption and organized crime to grow in advanced and emerging
economies. In turn, the proceeds reinforce the power of the privileged, while undermining economic
development by raising the costs of doing legitimate business, thereby increasing inequalities both within
and between countries. Similarly, while global governance failures have created a growing space for illegal
activities, these activities have, in turn, tended to undermine efficient global governance.

Although this nexus of risks is often seen as more pervasive in emerging economies, a significant proportion
of the demand for illicit goods is generated in advanced economies. lllegal networks also use the
international banking and real estate systems to facilitate their financial management, laundering money
and hiding profits from tax authorities.

The impacts of this nexus of risks can also spread far beyond emerging economies. For example, illicit trade
of intellectual property-protected goods reduces incentives for innovation and investment. Trade in
counterfeit medicines risks human health globally.

Security risks arising from fragile states — terrorism and geopolitical conflict — may have broad consequences,
corruption in both emerging and advanced economies is a low-intensity transaction cost that stifles growth,
distorts markets and undermines the rule of law.”
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Table 4: Impact of risks related to macroeconomic imbalances (non-exhaustive)*

Impacts Direct Impacts Indirect Impacts

. Weakened institutions/undermining and
corruption of the rule of law

. Erosion of civil service function/capture of state

Impact on institutions by corruption

governments e Lack of continuity in policies affecting business

e  Small tax base/loss of revenue

e  Exodus of capital

e Threats to political stability

. Decreased regional investments
e Shift of power to disruptive
groups

3 Reduction in tourism

e Destruction of biosphere through
unregulated activities

e  Criminalization/marginalization of
segments of the population

e Erosion of trust in public institutions

Impact on society / e  Potential for draconian responses that limit
populations economic opportunity (stricter migration policies)
e Brain drain / skill depletion from emigration

. Increased transaction costs

. e Higher costs of capital
e Lost legitimate sales

. Pressure to participate in corrupt

Impact on business e Deterred/appropriated investments . .
. . practices through perceived
e  Exposure to threats, bribes and reduced security of . .
competitive disadvantage
personnel

The GRR2011 describes the major trends and uncertainties associated with this nexus as follows: “The
negative effects of corruption, illicit trade, organized crime and fragility are easy to characterize but
extremely difficult to quantify. The opaqueness of this nexus of risks has resulted in too little attention and
too few resources devoted to mitigating it, and the significance of this nexus of risks has increased
considerably in recent years — in part because of global governance failures, as informal networks engage in
legal and regulatory arbitrage. lllicit trade is now thought to represent between 7 and 10% of the global
economy — in some countries, illicit trade is the major source of income.”

“It should be noted that even when flows of illicit goods and criminal activity are small relative to global
markets, they can have an outsized effect on fragile states as the real value of such activity can dwarf
national salaries and government budgets. The potential for this nexus of risks to cause contagion has
arguably been demonstrated recently in Kyrgyzstan. Members of the Forum’s Global Agenda Councils argue
that the undermining of state leadership and economic growth by corrupt officials and organized crime
contributed significantly to social tensions which erupted in violent conflict in June 2010, causing widespread
destruction, hundreds of civilian deaths and the displacement of 400,000 ethnic Uzbeks.”

3.4.2.2. Case Study: The Somalia Piracy related lllegal Economy

One typical example of the development of an illegal economy relates to the occurrence of Piracy off the
coast of Somalia. A report® on piracy described the development of piracy off the coast of Somalia as
follows: “Prior to 1990, piracy was not a major issue off the coast of Somalia, but like most coastal nations
there were irregular incidences of armed robbery against small fishing or leisure craft that fell prey to an
armed group, or ships that foundered off the coast. A more structured form of piracy began in the mid 1990’s
when some armed groups, claiming they were authorised coast guards charged with protecting Somalia’s
fishing resources, attacked vessels they claimed were fishing illegally in their territorial waters and held them
for ransom. This slowly expanded after 2000 to any vessel that sailed within or close to, Somali territorial
waters. Both vessels and crews would be held hostage and ransom demanded. During 2005 an increase was
noted in the number of attacks being attempted against vessels sailing in the Indian Ocean off the coast of
Somalia. By 2006 some of the pirate attacks were extending as far as 350 nm off the coast of Somalia. During
2006 piracy escalated as more attempts were made to hijack ships not only in the Indian Ocean but also in
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the Gulf of Aden and the mouth of the Red Sea. The phenomenon grew through 2007 from the major pirate

bases of Eyl, Hobyo and Haradheere concentrated along the east coast of Somalia. By 2008 this reached

outlandish proportions with ships being attacked seemingly at random and whenever the pirates decide.

Consequently marine travel off the northern coast of Somalia, known as Puntland, has become the most

dangerous region in the world for pirate attacks.”

The report® also provides an overview of the impact of Piracy on Somalia, the Region and International

Community:

Costs for Somalia

A parallel criminal economy, driven by piracy but with links to human trafficking, migrant smuggling,
illegal arms and drug trades, money laundering and potentially terrorism will continue to grow,
displacing legitimate economic activity and starving the state coffers of the revenues necessary to
finance good governance and the rule of law, education, health, welfare and social infrastructure;

The peace process will be affected because it cannot take root or succeed in an environment where
criminal elements are the predominant influence in society. The economic power of organized crime
translates into political power and, therefore, the ability to dictate public policy. This power, once gained,
will not lightly be relinquished to nascent state institutions;

Humanitarian relief operations within the territory of Somalia will continue to be impeded. The human
despair that results will create further space for criminal activity which in turn will impose additional
challenges for the humanitarian response in an ever downward spiral; and

The rampant illegal fishing and the dumping of toxic wastes in Somali coastal waters will continue to be
perpetrated by foreign companies operating under informal and illegal licences issued by warlords and
officials acting for personal gain. This will continue to undermine the livelihoods of fishing communities
and provide local recruits for piracy.

The cost for the Region

If international shipping boycotts the region — specifically the Suez Canal, the Gulf of Aden and ports in
Sudan, Saudi Arabia, Eritrea, Djibouti, Yemen and possibly Oman and Kenya — then this will destabilise
the region’s already fragile economies and fuel regional and unpredictable, political instability;

Saudi Arabia’s oil and gas exports from the Red Sea and Yemen’s potential LNG exports from the Gulf of
Aden will be endangered;

Regional States’ authority will be weakened by expanding regional crime networks fuelled by piracy;

The risks of an environmental catastrophe will become ever greater as pirate groups increasingly set their
sights on larger ships, often carrying oils and toxic chemicals which, if spilled, could destroy fragile
ecosystems in the region. Ships navigating under less than the full control of their crews are dangerous
ships; and

Humanitarian relief to regional countries (Sudan, Ethiopia, Eritrea and Yemen) will also be hampered if
shipping boycotts the region.

The cost for the International Community

Regional instability could spread to the wider Middle East and beyond through increased migration
(driven by human misery), expanding crime networks and possibly terrorism; and

The effect on the world economy through increased energy prices will be dramatic if international
shipping boycotts Arabian Gulf’s oil and gas exporting facilities.
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South African Authorities has recently expressed concern with regard to the impact of piracy on the South
African economy and the region as a whole.

“Our major trade artery along Africa’s east coast is becoming increasingly vulnerable, with pirates moving
south, especially with the recent discovery of oil and gas off the Tanzanian coastline. With six million tonnes
of oil transported around South Africa’s western coastline every month and SADC waters becoming an
alternative route for companies wishing to avoid piracy around the Horn of Africa, our waters have become
an attractive alternative to Somali pirates trying to avoid the clampdown of the maritime task forces around
eastern Africa. If pirates move into South African trade routes, it will have a detrimental effect on many
economies. As a region, we need to take responsibility, especially as SADC’s waters fall outside the
international military maritime operations conducted off the Horn of Africa.”

Lindiwe Sisulu, South Africa’s Defence Minister
July 2011.

3.4.2.3.The South African Situation on the “illegal economy” nexus

South Africa is considered the regional hub for illegal trade in guns, drugs, cigarettes, counterfeit goods and
poached animals, with a recent report®® indicating that the South African economy is losing 178 billion rands
to illicit trade in areas like mining, tobacco and textiles. This is estimated to be approximately 10% of South
Africa’s GDP".

In one study®® it was indicated that, in Africa, Nigeria and Egypt had the largest shadow economies,
equivalent to 77 percent and 69 percent of GDP, respectively. By contrast, South Africa’ shadow economy
was estimated at 11 percent of GDP, similar to findings of recent studies. Macroeconomic and
microeconomic modelling studies® based on data for several countries suggest that the major driving forces
behind the size and growth of the shadow economy are an increasing burden of tax and social security
payments, combined with rising restrictions in the official labor market. Wage rates in the official economy
also play a role.

Even though the impact of an illegal or shadow economy in South Africa’s GDP is serious, the additional
secondary impacts of the illegal economy should be considered. As with the case of piracy off the coast of
Somalia, uncontrolled illegal economic activities can give rise to more severe problems over the long term,
and should be considered a priority.

3.4.3. The “water-food-energy” nexus (Water, Food and Energy Resource Security)

The third ‘Risk in focus’ as identified by the GRR2011, is the Water-Food-Energy nexus. This risk is associated
and based on the strong link that can be identified between Water, Food and Energy Security. In order to
understand the link between water, food and energy, a brief discussion on these three resources are
provided below.

¥ Gross domestic product (GDP) refers to the market value of all final goods and services produced in a country in a
given period.
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The first resource to be discussed related to water resources and water security. Water Security can be
defined as the ability to access sufficient quantities of clean water to maintain adequate standards of food
and goods production, sanitation and health. *

Although two-thirds of our world’s surface is covered by water, about 97% of it is salty. Of the
approximately 3% that is not salty, 70% is frozen, which leaves only 0.75% available for the survival of all
living creatures outside of the sea®.

It is of growing importance because a number of regions already face chronic freshwater shortages, and the
problem will only become more widespread in the years ahead.®® This is due to increasing demands,
unsustainable withdrawal rates, difficulty in finding new supplies, water pollution, source water
contamination, and changing climate and precipitation patterns®.

The WHO estimates that, globally, 1.1 billion people lack access to clean water supplies, and that 2.4 billion
lack access to basic sanitation. It is estimated that the per capita annual amount of water necessary to
satisfy basic human needs is 1,000m>. In 1995, 166 million people in 18 countries lived below that level. By
2050 potable water availability is projected to fall below that level for 1.7 billion people in 39 countries®.

Climate change is also likely to increase the expected gap between demand and supply even further by
contributing to an expected 20 percent increase of water scarcity’’, while there are indications that 40% of
the world will live in water-scarce regions by 2025"".

Human global population growth, estimated at 83 million more people each year, leads to an associated
growth in water demand by agriculture, consumers and industry, which in turn can lead to water resources
crises throughout the world’>. Globally, water demand is expected to exceed supply by over 40 percent by
20307,

A report’” on Food Security in Africa indicated that Food security has three aspects, namely Food
Availability, Food Access and Food Adequacy:

e Food availability has to do with the supply of food. This should be sufficient in quantity and quality and
also provide variety.

e Food access addresses the demand for the food. It is influenced by economic factors, physical
infrastructure and consumer preferences. Hence food availability, though elemental in ensuring food
security, does not guarantee it.

e For households, and individuals within them, to be food secure, food at their access must be adequate
not only in quantity but also in quality. It should ensure an adequate consistent and dependable supply
of energy and nutrients through sources that are affordable and socio-culturally acceptable to them at
all times.

The link between water resources and food security should also be considered. The irrigated area of the
world increased dramatically during the early and middle parts of the twentieth century, driven by rapid
population growth and the resulting demand for food. Nearly 70% of worldwide water use is for irrigation”,
while irrigation provides approximately 40 percent of the world’s food’®. Analysis suggests shortfalls of up to
30 percent in cereal production by 2030 which may trigger a serious food crisis. Water-scarce countries may
be largely depending on food import or on land-lease deals”’.
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The link between water and energy should also be considered. Energy security rests on two principles: ®

e Using less energy to provide needed services; and
¢ Having access to technologies that provide a diverse supply of reliable, affordable and environmentally
sound energy.

With growing populations and economies, the demand for water for energy production also increases.”
This is due to the fact that many forms of energy production depend on the availability of water.?® For
example, the production of electricity at hydropower sites in which the kinetic energy of falling water is
converted to electricity. Thermal power plants, in which fossil, nuclear and biomass fuels are used to heat
water to steam to drive turbine-generators, require large quantities of water to cool their exhaust streams.

Water is not only required to generate energy, but energy is required to utilize water resources — for
example energy is needed to extract water from underground aquifers, transport water through canals and
pipes, manage and treat water for reuse, and desalinate brackish and sea water to provide new water
sources ®. It is estimated that fast growing regions such as Asia will need access to almost 70 percent more
freshwater for their energy sector by 2030.%

Even though a the lack of water resources is often due to ‘natural’ processes, water insufficiency can also
occur, and be exacerbated by mismanagement, corruption, lack of appropriate institutions, bureaucratic
inertia and a shortage of investment in both human capacity and physical infrastructure. ®

The findings and discussion on the water-food-energy nexus as contained in the GRR2011 is provided below.
3.4.3.1.The GRR findings on the “water-food-energy” nexus

A rapidly rising global population and growing prosperity are putting unsustainable pressures on resources.
Demand for water, food and energy is expected to rise by 30-50% in the next two decades, while economic
disparities incentivize (motivate) short-term responses in production and consumption that undermine long-
term sustainability. Shortages could cause social and political instability, geopolitical conflict and irreparable
environmental damage. Any strategy that focuses on one part of the water-food-energy nexus without
considering its interconnections risks serious unintended consequences.

Extreme energy
price volatility

Food security
Water security

Climate change ‘

Figure 13: The water-food-energy nexus®
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Figure 14: System diagram for risk associated with the water-food-energy nexus.*
The GRR2011 describes the risk and impact associated with this nexus as follows:

“Water security, food security and energy security are chronic impediments to economic growth and social
stability. Figure 14 shows their interrelatedness: food production requires water and energy; water extraction
and distribution requires energy; and energy production requires water. Food prices are also highly sensitive
to the cost of energy inputs through fertilizers, irrigation, transport and processing. Economic growth and
population growth are common drivers for all three risks, especially as improving living conditions in
emerging economies results in more resource-intensive consumption patterns.

Environmental pressures also drive resource insecurity — from climate shifts to extreme weather events that
alter rainfall and affect crop production. Governance failures in terms of managing shared resources — such
as trans-boundary water and energy sources and food trade agreements — create tensions that can lead to
conflict, as seen recently in Yemen.

Economic disparity also often exacerbates this nexus of risks as governments and consumers seek short-term,
unsustainable solutions to economic hardship such as growing high-value, water-intensive export crops in
water-deprived regions. It is at the local level that most opportunities can be found for improving resource
efficiency and managing trade-offs between energy, water and food production. However, at the global and
regional levels there are few initiatives to raise awareness, share leading practices and motivate consumers
in an integrated approach.” Table 5 shows a non-exhaustive list of some of the direct and indirect impacts
associated with this nexus.
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Table 5: Impact of risks related to the water-food-energy nexus (non-exhaustive)®

Impacts Direct Impacts Indirect Impacts
e  Stagnation in economic development * Increased social costs linked to
Impact on e Political unrest employment and income loss as
governments e  Cost of emergency food relief agriculture is negatively effected
e  Significantly reduced agricultural yields e National security risks/conflict over
e  Threats to energy security natural resources
* Increased levels of hunger and poverty
Impact on society / . Increased environmental degradation . Migration pressures
populations e Severe food and water shortages e Irreparably damaged water sources
e  Social unrest e Loss of livelihoods

e  Food price spikes

. Export constraints

. Increased resource prices

Impact on business e Commodity price volatility as shortages ripple e  Lost investment opportunities
through global markets

. Energy and water restrictions

The GRR2011 describes the major trends and uncertainties associated with this nexus as follows:
“Agriculture is the dominant water user, consuming more than 70% of total global water demand.
Industrially produced meat is especially water intensive, requiring up to 20,000 litres of water to produce a
kilogram, compared to approximately 1,200 litres to produce a kilogram of grain. Both population growth
and increasing meat consumption in emerging economies will therefore have a tremendous impact on
resource needs.

As Figure 9 shows, over the next 10 years, the world population is expected to rise from the current 6.83
billion to approximately 7.7 billion, with most of the growth in emerging economies. The United Nations
Food and Agriculture Organization (FAO) projects a 50% increase in demand for food by 2030, and the
International Food Policy Research Institute (IFRI) expects a 30% increase in demand for water, with other
estimates rising to over 40%. The International Energy Agency (IEA) forecasts that the world economy will
demand at least 40% more energy by 2030; producing this energy will draw heavily on freshwater resources.
For such increased demand for water, food and energy to be realized, significant and perhaps radical changes
in water use will be required as well as new sources for food and energy production exploited.”
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For food production, supply-related challenges may limit the ability of farmers to meet growth in demand.
Already, major grain-producing areas — in China, India and the United States, for example — depend on
unsustainable mining of groundwater. In some regions, such as North Africa and Australia, climate-related
changes of precipitation have already critically reduced the levels of freshwater supply. In northeast China,
one of the country’s main grain-producing regions, climate change could increase drought losses by over
50% by 2030. Climate change is likely to be exacerbated by meeting the growing demand for energy. Over
75% of the global increase in energy use from 2007-2030 is expected to be met through fossil fuels,
especially coal, and an estimated 77% of the power stations required to meet demand are yet to be built. ®

3.4.3.2. The South African Situation on the “water-food-energy” nexus

With regard to the South African situation, each of the three components of the ‘water-food-energy nexus’
will be discussed individually.

3.4.3.2.1. Food Security

Food security in Africa has worsened since 1970 and the proportion of the malnourished population has

8 A report®™ on Food Security in Africa

remained within the 33 to 35 percent range in Sub-Saharan Africa.
indicated that the root cause of food insecurity in developing countries is the inability of people to gain
access to food due to poverty, and even though the rest of the world has made significant progress towards
poverty alleviation, Africa, in particular Sub-Saharan Africa, continues to lag behind. Projections show that
there will be an increase in this tendency unless preventive measures are taken.”* Factors that have been

identified as contributing to the challenges experience in Sub-Saharan Africa include:

* The High prevalence of HIV/AIDS;

e  Civil war and strive;

e Poor governance;

* Frequent drought and famine; and

e Agricultural dependency on the climate and environment.

The report® on Food Security in Africa identified the main challenges to food security in Africa as follows:”

¢ An Underdeveloped Agricultural Sector, characterized by over-reliance on primary agriculture, low
fertility soils, minimal use of external farm inputs, environmental degradation, significant food crop loss
both pre- and post- harvest, minimal value addition and product differentiation, and inadequate food
storage an preservation that result in significant commodity price fluctuation. Ninety five percent of the
food in Sub-Saharan Africa is grown under rain fed agriculture, which increases the vulnerability of food
production to adverse weather conditions.

* Barriers to Market Access - Access to markets is the second barrier that smallholders have to overcome.
A number of problems can be identified, including poor infrastructure and barriers in penetrating the
market caused by their limited resource base, lack of information, lack of or inadequate support
institutions and poor policies.
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* Effects of Globalization - The food security threat caused by liberalization of markets due to
globalization is due to dumping of heavily subsidized produce in developing countries and premature
exposure of upcoming industries to genuine competition from producers in developing and developed
countries. In addition, most profits are repatriated by transnational companies reducing the potential
for poverty reduction to direct employment alone. In most cases, the pay is low because the national
policies do not protect the labourer.

* Disease and Infection - Diseases such as malaria, tuberculosis and HIV/AIDS not only reduce the man-
hours available to agriculture and household food acquisition, but also increase the burden of household
in acquiring food. The Food and Agriculture Organization of the United Nations, estimates that by 2020
the AIDS epidemic will claim the lives of 20 percent or more of the population working in agriculture in
many Southern African countries. More than two thirds of the total population of the 25 most affected
countries resides in rural areas, affecting agricultural production as well as farm and domestic labour
supplies. Lack of resources also makes it more difficult for HIV-affected households to supplement their
diet through the purchase of more nutritious and varied foods. The effect of malnutrition on food
security is further exacerbated by the fact that individuals affected by disease and infection, have
greater nutritional requirements.

* Handicapping policies - Poor policies have greatly affected the food security in Africa. The problem
arises when the focus on policies, structures and institutions is put above that of the people themselves.
When policies are not inclusive in their design they tend to handicap the exempted lot by providing
barriers. One such way in which this may take place is uneven development within countries where
certain regions are preferentially developed for political reasons at the expense of others. Polices that
promote monopolistic competition for the large-scale industries hurt the cottage and small industry.

In addition to the above challenges, it is expected that Climate change will also impact the extent and
productivity of both irrigated and rain fed agriculture across the globe. Reductions in river runoff and
aquifer recharge are expected in a number of regions across the world, including southern Africa, affecting

* A report®™ published by the Universal

water availability in regions that are already water-stressed. °
Ecological Fund, identifies some impacts of climate change on food production. The report considers
possible impacts by 2020, if a ‘business-as-usual path’ is followed. Some of the key findings associated with

Africa are:

 Two of the three main elements of food production (water and climate) would be most affected by
climate change. Obtaining more land suitable for agricultural production is unlikely. It is therefore water
availability (mainly in the form of rain, on which 80 percent of food production depends) and climate
conditions which would most significantly impact food production worldwide, with both positive and
negative impacts.

* Impacts of climate change in Africa: Africa is the region with the most severe expected impacts. About
two-thirds of arable land in Africa is expected to be lost by 2025. Decreased rainfall would also impact
yields from rain-fed agriculture, with estimations of up to 50 percent in some countries. A combination
of increased temperature and rainfall changes would lengthen the growing season benefiting, for
example, the production of Ethiopian coffee.
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¢ The amount of food estimated to be produced in the next decade would not be enough to meet the
food requirements of an additional 890 million people estimated to inhabit the world in the next
decade. Current production figures for the four major food crops —wheat, rice, maize and soybean were
analyzed, and projections made based on the estimated population growth, to determine the demand
for food for the next decade. When taking into account the impacts of climate change on these crops,
results show that by 2020:
0 Global wheat production vs. demand: 14 percent deficit
0 Global rice production vs. demand: 11 percent deficit
0 Global maize production vs. demand: 9 percent deficit (Countries with expected decrease in
production includes South Africa.)
0 Global soybean production vs. demand: 5 percent surplus (Countries with expected decrease in
production includes South Africa.)

e As a result of decreased availability of food, prices could increase up to 20 percent. The inevitable
consequence would be the increase in the share of hunger, which could reach one in every five people.
The current level of undernourishment in the world is 1 billion people, with one in every seven being
hungry today. Currently, about 6.5 million children under five die every year of malnutrition and hunger-
related diseases. This translates to about 18,000 deaths a day. Within the next decade, these figures
could almost double, reaching one in every five people being hungry. At least every other newborn in
Africa would be sentenced to undernourishment and malnutrition.

The above holds specific implications for South Africa, and it is critically important for South African role-
players to make every effort to ensure that food security in South Africa does not deteriorate any further,
but that current capacities in food production is improved and developed.

3.4.3.2.2. Water Resources

A report on Water Security in Southern Africa® indicated that water issues in the region are one of the most
important, but also one of the most neglected security concerns in the region. The water situation in
Southern Africa poses three challenges to security policy-makers in the region. These relate to:

e Water shortage and availability;
e Water supply and quality; and
e Rapid population growth, cross border migration and urbanisation.

The maintenance of water quality also remains an issue. According to a report on water security’’ Southern
Africa's water inventory is characterised by several contradictions:

e South Africa is home to one-third of the region's population, and while South Africa accounts for eighty
per cent of Southern Africa's water use, only ten per cent of the total water resource is available in South
Africa;

e At least three of the region's states (Botswana, Namibia and South Africa) are acutely short of water; and

e Resource geopolitics in Southern Africa has long been neglected, but water is now recognised as a
fundamental political weapon in the region. Due to this, issues surrounding water resources is expected
to increasingly shape the international relations and security arrangements of Southern Africa.
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In line with the above, projections of water availability indicates that by 2025 absolute water scarcity will be
experienced by South Africa, Zimbabwe, Malawi and Lesotho, while Mozambique will experience water
stress.

A report from the DBSA® on water security in South Africa concludes that South Africa does not have a
national water crisis at present, however, a number of serious problems could arise that could prove to be
the seeds of future crises. In such situations, water-related problems would have a serious impact, causing
the country’s social and economic life to take a turn for the worse. The findings in the report indicates that:

“”

..., in well-off urban communities, water services are generally of a high standard. In many poor
communities, however, taps that have run dry, unsafe water and unsanitary toilets (or no toilets at all) are
part of people’s daily lives. While South Africa’s water resources are limited, they support a dynamic,
growing economy and provision of services. Even so, there are areas in which water is already, or could soon
become, a constraint to economic and social development. For example, although flooding is limited to a few
localities, drought and drought-related disasters regularly affect communities as well as the national
economy. With poverty and inequality continuing to define the experience of the majority of South Africans,
it is a cause for concern that many opportunities offered by the water sector for development and social
transformation are not being exploited effectively. Thus, if water security is achieved when the social and
productive potential of water has been harnessed adequately to the benefit of all, and its destructive
potential is sufficiently contained, South Africa cannot yet be considered fully “water secure”.

Lack of water security is not primarily the result of not having enough water. Internationally, it is recognised
that water scarcity does not, in itself, determine the success or failure of a country’s economic and social
development. It is more important — and this has been demonstrated at a global level — that countries should
recognise the limits of their water endowments and “live within their means”. Singapore, for example, is
water scarce but has a booming economy, having developed water management competences that it is now
selling internationally.

Although South Africa uses a relatively high proportion of its available water, studies have shown that there
is enough water to meet all the country’s needs until 2025 and beyond. Present problems and future
challenges are related mainly to limited financial resources and institutional capabilities, rather than to
limitations of the resource. Thus, water crises may arise if the right investments, innovations and
management decisions are not made at the right time. This could see jobs and livelihoods being affected,
taps running dry and diseases spreading unnecessarily.

The key message is, therefore, that South Africa’s challenges relating to water need not constrain national
growth and development if they are properly understood and responded to. However, effective water
management is essential if the country is to achieve optimal social and economic performance in a

nemphasis added

sustainable manner.
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3.5.Five risks to watch

The GRR2011 not only identifies the previously discussed ‘cross- | rive risks have been designated as
cutting global risks’, and the ‘main three risks’, but also ‘five risks to ‘risks to watch’, as survey
watch’. These five risks were identified as: respondents assessed them with

high levels of variance and low
e Cyber Security; levels of confidence while experts

consider they may have severe,
) unexpected or underappreciated
* Resource security; consequences.  GRR 2011

e Retrenchment from globalization; and

¢ Demographic challenges and opportunities;

e Weapons of mass destruction.

Each of these risks, as well as possible implications for South Africa, is discussed below.

3.5.1. Cyber Security

In order to define the term ‘Cyber Security’ it is important to clarify

what is meant by the individual terms ‘Cyber’ and ‘Security’. The word

‘cyber’ is an internet-related prefix, which is prefixed to a wide range of The numbers associated with
existing words to form new, Internet-related concepts based on internet usage are
existing concepts’®.  Associate with this prefix, is the term staggering. It is estimated

that in 2010 alone two

‘Cyberspace’, which refers to the electronic medium of computer
billion users sent more than

networks, in which online communication takes place. ' - .
100 trillion e-mails. Manson,

In current usage the term "cyberspace" stands for the global network of P (2011)

interdependent information technology infrastructures,
telecommunications networks and computer processing systems'®.

The term Security can be defined as ‘the degree of protection against danger, damage, loss, and crime”™®.

The term Cyber security, can therefore be defined as the degree of protection against danger, damage, loss,
and crime associated with usage of the internet and related electronic medium of computer networks.

The internet was originally built in the 1970s to link defence research facilities in the United States, and was

104 Very little security was built into the internet,

never meant to host the massive volume that exists today
and this has led to malicious abuse — from young hackers having fun, to more serious and strategic abuse by
“hacktivists” and criminal networks. While the impact of these forms of abuse cannot be disregarded, it is
the recent appearance of state-sponsored strategic cyber intrusions that calls for defensive measures to

prevent severe consequencesms.

In a 2009 study'®, interviews with key information security experts from government, industry and
academia uncovered five specific trends associated with Cyber Threats that were to drive threats and
countermeasures in 2009 and beyond. These trends were associated with:

¢ Malware, short for malicious software, consists of programming (code, scripts, active content, and other
software) designed to disrupt or deny operation, gather information that leads to loss of privacy or
exploitation, gain unauthorized access to system resources, and other abusive behaviour. The expression
is a general term used by computer professionals to mean a variety of forms of hostile, intrusive, or

annoying software or program code.'”’
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Botnets. A botnet is a collection of compromised computers connected to the Internet, termed bots,
that are used for malicious purposes. When a computer becomes compromised, it becomes a part of a
botnet. Botnets are usually controlled via standards based network protocols such as IRC" and http*".'®
Cyber warfare refers to politically motivated hacking to conduct sabotage and espionage. It is a form of
information warfare sometimes seen as analogous to conventional warfare although this analogy is
controversial for both its accuracy and its political motivation’®. Cyber warfare involves units organized
along nation-state boundaries, in offensive and defensive operations, using computers to attack other
computers or networks through electronic means.™*°

Threats to VoIP"" and mobile devices

The evolving cyber crime economy

According to PWC™! Cybercrimes are committed by a multitude of offenders with diverse motives. These

can include:

Trusted insiders who abuse their authorized access to enable a security breach;
Competitors seeking advantage;

Foreign governments committing espionage for military, political or economic gain; and
Transnational criminal enterprises stealing and extorting to generate income.

The findings associated with Cyber security, as contained in the GRR2011, is shown below.

3.5.1.1.The GRR findings on Cyber Security

The GRR 2011 describes the risk related to Cyber Security as follows:
Awareness is growing that the real world is vulnerable to security

threats from the virtual world, but the complexity of “cyber security” Cyber-security issues ranging
issues is still not well understood and its risks could be underestimated. from the growing prevalence of
Cyber security encompasses online data and information security and cyber theft to the little-

critical information infrastructure breakdown, and ranges from petty
online theft by disenfranchised youths to government led provocations
with potentially catastrophic consequences. Four distinct global risk-

understood possibility of all-out
cyber warfare. GRR 2011

related activities stand out:

Cyber theft has become a growing industry with a long tail, particularly in countries where economic
disparity has recently been combined with access to global communication technologies. Actors in this
field range from entrepreneurial individuals to shell corporations built with the hope of economic gains
offset by acceptable risks. Interestingly, some assessments indicate that cyber thieves experience a
substantially lower feeling of guilt than is apparent in other criminal activities.

Cyber espionage, whether by the private or public sector, has brought the age-old practice of
intelligence-gathering into a new era. Particularly insidious, as has repeatedly been shown in the past
two decades, is the use of such techniques not only by countries generally understood as enemies but
also by friendly allies.

" Internet Relay Chat (IRC)

vii

viii

Hypertext Transfer Protocol (HTTP)
Voice over Internet Protocol (Voice over IP, VolP)
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e Cyber war is little understood by the general public and has stirred controversy among civilian and
military leaders. While an open war in cyber space is possible, experts indicate that the interplay
between cyber war and physical war poses a more likely risk for society, with aggression online not only
serving but also potentially provoking conventional attacks.

e Cyber terrorism is perhaps even less understood and is fuelling concerns over the openness of the
Internet, security and privacy. Many have inferred a high risk of cyber terrorist attacks from terrorist
organizations’ extensive use of the Internet in recent years for doctrinal, recruitment, and operational
communication purposes as well as some occurrences of cyber theft. However, these practices do not in
themselves indicate any capacity for large-scale cyber terrorist attacks, and it should be noted that
terrorist use of the Internet equally allows law enforcement agencies to gather valuable intelligence.

In addition to these intentional or malevolent risks, a range of risks relate to design flaws in “smart” systems
connected to the Internet. Data gathered for one benign purpose may be spread to other networks with
unintended consequences, potentially leading to new machine-to-machine threats. Further contributing to
confusion about cyber security’s landscape is the constant innovation in each of the above fields and
potential new connections among them. Nevertheless, understanding the range of negative consequences is
central to managing effective risk response. The pervasiveness of the Internet and importance of related
technologies to everyday life and business means that should a major disruption occur, it is likely to have high
impact globally.

3.5.1.2.The South African Situation on Cyber Security

112

A recent study “ on Cyber criminality found that:

* A rapid expansion of mobile telephony in Sub-Saharan Africa is taking place. There are ten times as
many mobile phones as landlines, while 60 percent of the population has mobile phone coverage;

* The emergence and popularity of ‘social media’, are rapidly changing the ways people access and share
information and how they relate, collaborate and organise themselves;

e Qut of the estimated 1,01 billion people in Africa, 111 million people were using the Internet by mid
2010;

e 18 million Africans were using Facebook by the end of 2010, which constitutes 16% of the total number
of Facebook users worldwide, while worldwide 68,5 million people use twitter on a daily basis;

e While 2,8 million emails per second are sent out every day, an estimated 70% of these emails are spam;
and

e The largest social network in Africa is the South African MXit, a free instant messaging application with
27 million users™

The above indicates that usage of the internet and related technology is on the increase in Africa and South
Africa, and this also leads to an increase in the opportunity and possible exposure to cyber risks. A report by
the Southern African Banking Risk Information Center in 2010 reports that the number of phishing scams
targeting consumers are continuously increasing'**, while they are also becoming more and more
sophisticated. Due to this, South Africa ranks as the 3" most victimized country, after the US and UK, with
regards to online banking manipulation or phishing. Nigeria is considered the source of most malicious

internet activity in Africa. 1>
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Cyber threats not only pose a risk to users of technology, but also plays a role in more ‘traditional’ crimes.
Recent ISS research into organised crime in Southern Africa has shown that urban gangs and organised crime
networks have embraced new media. The South African instant messaging interface MXit, is especially
popular amongst members of the Cape gangs both in and out of prison. MXit and other social media are
used as tools to communicate, recruit, issue threats, organise criminal operations and expand the criminal
empire. Abalone poachers, drug smugglers and car thieves are warned of police road blocks or impending
police operations by MXit or text messages. Smuggling of drugs, stolen motor vehicles, counterfeit goods,
money, endangered species and people is arranged and executed by text messages and social media
interfaces. '*°

New media is also used to bolster social activism and civil disobedience campaigns, such as recently
observed in North Africa, the Middle East and the UK. Ten people were killed and more than 440 injured
when thousands of people took to the streets of Maputo after the price of bread increased by 20 % in
August 2010. The violent food riots were fuelled by a mass text message campaign calling on people to carry
on protesting against the price hike despite the violent retort from the police. Thereafter the Mozambican
communications authority closed down all SMS communication in the country for several days.'"’

With the growing popularity and access to the internet, social networks and technology, and the link
between new technology and ‘traditional risks’, authorities and law enforcement agencies should endeavour
to stay abreast of technological developments in order to reduce the risk associated with cyber threats.

3.5.2. Demographic challenges and opportunities

The second “risk to watch” identified by the GRR2011 relates to demographic challenges and opportunities,
also including Population “cluster bombs”, global graying and demographic dividends. This risk relates
strongly to aspects associated with the rate of population growth, evolution of the age structure and the
pace of urbanization.

With regard to global population growth, it is further reported*® that:

e Each year the world population increases by about 80 million;
e Towards the end of 2011 the total world population will reach seven billion, having more than doubled
since 1965;

» It is projected to rise to over 9 billion in 2050

. By that date India (1.7 billion) is forecast to overtake
China (1.4 billion). Together these two countries may then account for over a third of the global
population®®;

e The largest rate of increase will be in Africa where numbers are expected to double to two billion; and

* In more than 20 African countries, the total fertility rate™ is over five*.

The risk is not only related to population growth, but also the growth of urban populations. According to the
UN'?, the world is unavoidably becoming urban, and by 2030 all developing regions, including Asia and
Africa, will have more people living in urban than rural areas. Between 2009 and 2050, the population living
in urban areas is projected to gain 2.9 billion, passing from 3.4 billion in 2009 to 6.3 billion 2050. Thus, the
urban areas of the world are expected to absorb all the population growth expected over the next four

*Total Fertility Rate (TFR): The number of children for each woman.
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decades while at the same time drawing in some of the rural population. Furthermore, most of the
population growth expected in urban areas will be concentrated in the cities and towns of the less
developed regions'>. Asia, in particular, is projected to see its urban population increase by 1.7 billion, Africa
by 0.8 billion, and Latin America and the Caribbean by 0.2 billion. Population growth is therefore becoming

largely an urban phenomenon concentrated in the developing world™**.

The findings associated with Demographic challenges and opportunities, as contained in the GRR2011, is
provided below.

3.5.2.1.The GRR findings on Demographic challenges and opportunities

Demographic change has major implications throughout the world, ranging from political instability in fragile
states to enjoyment of a “demographic dividend” in emerging economies to fiscal crises in advanced
economies. The most significant changes — which vary considerably by country — involve the rate of
population growth, evolution of the age structure and the pace of urbanization. In addition to their effects
on national income, shifts in these demographic indicators can have powerful implications for global income,
economic inequality, environmental quality, social stability and migration.

Ageing populations in many advanced economies add to fiscal stress as the ratio of the working age
population to the elderly falls. Many emerging economies are also experiencing rapidly ageing populations
as longevity increases, creating a new set of development challenges in the absence of adequate financing
solutions.

For certain developing countries, the population size and growth rate are creating intense and rising
pressure on resources, public institutions and social stability. In countries where rapid population growth is
combined with weak institutions, lack of economic opportunties, fragile ecosystems, gender inequality and
severe urban crowding, the potential for large numbers of disaffected youth engaging in resource based
conflict is a real risk. The Forum’s Global Agenda Council on Population Growth has identified 14 countries
encompassing 450 million people where high population growth is combined with water and other resource
stresses. Such “population cluster bombs” could send myriad shock waves to neighbouring countries and
regions.

One example is Niger. With every woman having, on average, upwards of seven children, Niger’s population
has gone from 3 million in 1960 to 16 million today and is projected to almost quadruple to 58 million in
2050. However, population growth has already outstripped the country’s ability to produce food. In the last
decade, Niger has experienced several episodes of severe food insecurity and famine, including a famine
that affected almost half the population in 2010. In addition, decreasing soil productivity and a high
vulnerability to the effects of climate change mean that Niger’s ability to further increase food production
will become even more strained. Already there are signs of increased inter-ethnic conflict over scarce
resources. Implications could be felt more widely, especially since Niger has one of the most important
uranium mines in Africa.

Emerging economies that have reduced fertility rates are experiencing a “demographic dividend” as smaller
family size means fewer dependents for each working adult and greater investment in each child. Realizing
this potential requires the development of so-called “21st century skills” among young people, and a
supporting institutional environment with an emphasis on sectors and policies that improve employment
prospects and the operation of financial markets. As well as national ownership, a strong global voice is
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needed to help address population issues. To this end, the World Economic Forum’s Global Agenda Council
on Population Growth has called on the United Nations Population Fund (UNFPA) to reaffirm the world’s
interest in global and national demographic dynamics, including rates of population growth, to reassert its
leadership in the population and development arena, to rebalance its portfolio of activities and to subject its
activities to periodic external review.

For the purpose of this paper, the South African situation with regard to Demographic challenges and
Opportunities as part of this specific ‘Risk to Watch’ will not be discussed in detail. This does not in any way
suggest that this is not an important risk, requiring further attention.

3.5.3. Resource security

The risks associated with resource security are already partly addressed in the discussion under the food-
energy-water nexus (Section 3.4.3), however this risk also relates to commodity prices and shortages of
other key resources. The GRR2011’s discussion on Risks associated with Resource security is shown below.

3.5.3.1.The GRR findings on Resource security

Beyond the food-energy-water nexus addressed above, this cluster of

risks involves extreme commodity price volatility and extreme energy

price volatility. It is a relatively uncontroversial assertion that demand Resource security issues causing
for natural resources will increase in the medium term because of a extreme volatility and sustained
combination of population growth and projected increases in per-capita increases over the long run in

consumption. But there is uncertainty as to whether supply can keep energy and commodity prices, if

supply is no longer able to keep

pace. This leads some experts to argue that, in the long-term, the
up with demand GRR 2011

world should expect at best, sustained increases in commodity prices,

and at worst, shortages of key resources.

Empirically, entrepreneurs have responded to increased prices in the short-term with technological and
process innovations that have lowered prices in the long-term. When adjusted for inflation, the price of
most commodities actually declined from 1950 to 2000 despite rapidly rising overall demand. Some experts,
such as the late Julian Simon, have argued that such declines are likely to continue. However there are two
types of supply-side scarcity: as well as the “soft” temporary limits driven by inadequate past investment in
production, there are the “hard”, natural limits of a resource’s availability. Such hard resource limits lead a
number of experts to doubt whether technology and innovation can continue to increase the supply of core
commodities at the required rate implied by population and economic growth in the long-term. They argue
that the contribution of technological advancement to increased supply is slowing; that certain resources —
such as water — have no easy substitutes; and that the unprecedented growth experienced in emerging
economies in recent years might outpace the investment required to meet demand. Externalities also play a
role in price increases: as the most accessible sources of commodities are exhausted, the technical and
environmental challenges to their extraction are likely to rise, increasing costs either directly or through
regulatory responses.
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Sustained increases in commodity prices and shortages of key resources would have a negative impact on
global economic growth. Further, should resulting price rises in finished goods be transferred to consumers,
the poorest will likely be worst hit, increasing economic disparity and the interconnected risks that this
implies.

Increases in resource efficiency can help mitigate this situation. Behavioural changes on the part of both
consumers and businesses can reduce demand. Removing perverse incentives for the inefficient use of
some resources — hydrocarbon subsidies and underpriced water — can support these changes. Stronger rules
on the stewardship of common, transborder resources — such as water or fisheries — may help prevent a
generalization of the “tragedy of the commons”. And continued investment in technologies and
infrastructure that increase the efficiency of resource extraction, distribution and use is also necessary.

In the long-term, a model of truly sustainable consumption where private sector business models adopt
resource limits as a driver of business innovation — as advocated by the Forum’s Driving Sustainable
Consumption Initiative —, could shift this current set of risks to an opportunity for renewed growth and
competitive advantage.

For the purpose of this paper, the South African situation with regard to Resource Security as part of this
specific ‘Risk to Watch’ will not be discussed in detail. This is merely due to external limitations associated
with this paper, and does not in any way suggest that this is not an important risk, requiring further
attention.

3.5.4. Retrenchment from globalization

The fourth ‘Risk to watch’ as identified by the GRR2011 relates to Retrenchment from Globalization. For the
purpose of this report, this risk will not be discussed in detail, but the findings of the GRR2011 will be
provided below.

3.5.4.1.The GRR findings on Retrenchment from globalization

The GRR 2011 describes the risk related to Retrenchment from
globalization as follows: Retrenchment from globalization

through populist responses to

As the power and capacity of the United States to lead diminishes, e _
economic disparities, if emerging

emerging economies are amassing increasing pO/ItIC(JI, economic economies do not take up a

and military power. A key question in determining the scale and leadership role. GRR 2011
scope of retrenchment from globalization will be the extent to

which emerging economies will be ready to embrace leadership for
defending the open international system that facilitated their rise in the first place. In many advanced
economies strengthening political forces either directly or indirectly advocate retrenchment from
globalization. Economic difficulties mean policy-makers are increasingly tempted to resort to protectionist
measures and anti-globalization rhetoric. Some of the stimulus packages adopted during the financial crisis
already entailed elements of protectionism. Countries with growing current account deficits will almost
certainly continue to seek shortterm adjustments through protectionist or other trade restricting measures.
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Unemployment and unequal wealth distribution within both advanced and emerging countries also
disenfranchises large parts of societies from the benefits of globalization. This may result in socio-political
unrest and general socio-economic backlash against globalization. There are early signs of this risk in the rise
of extremist parties in Europe (at both extremes of the political spectrum) and in the US (tea party) coupling
arguments of economic nationalism with anti-immigration rhetoric. Similar sentiments are being heard in
some emerging economies, such as in North Africa.

While experts regard full retrenchment from globalization as a low-probability scenario, even marginal
restrictions to global movements of goods, people and ideas could lead to economic loss as gains of trade
and the benefits of global division of labour decrease. Such restrictions could simultaneously exacerbate
other risks by limiting opportunities for countries to spread risks and share resources across borders.

For the purpose of this paper, the South African situation with regard to Retrenchment from Globalization as
part of this specific ‘Risk to Watch’ will not be discussed in detail. This does not in any way suggest that this
is not an important risk, requiring further attention.

3.5.5. Weapons of mass destruction

The United Nations classifies three types of weapons as ‘Weapons of Mass Destruction’ (WMD). These
include nuclear, chemical and biological weapons'®. For the findings of the GRR2011 on WMD are provided
below.

3.5.5.1.The GRR findings on Weapons of mass destruction

There is no argument about the high potential impact of weapons

of mass destruction (WMD) but a broad range of assessments do ‘
...weapons of mass destruction,

surround the likelihood of WMD materializing as a global risk. The : .
especially the possibility of

chemical, biological, radiological, and nuclear (CBRN) risk could renewed nuclear proliferation

occur in two ways. One is through terrorist attacks. The other is between states. GRR 2011

through geopolitical conflict. Both are affected by global

governance failures. While WMD covers a range of weapons of

varying concern, the key WMD risk is felt by most experts to be that

of nuclear proliferation, both among states and non-state actors, closely followed by the potential use of
biological weapons. Regimes to restrict the spread of WMD have proven surprisingly effective, particularly in
conjunction with the high capital and political costs associated with nuclear weapons in particular. The norm
of non-use of nuclear weapons, in addition, has become well established. Contrary to widespread fears in the
1960s, only a handful of states currently carry nuclear arsenals. Some states such as South Africa and Libya
have even gone so far as to renounce their nuclear ambitions altogether. More recently, the May 2010
Nuclear Non-Proliferation Treaty (NPT) Review Conference was broadly viewed as a marginal success, despite
its shortcomings.

Nonetheless, the dynamics of the nuclear status quo are unstable. While the expansion of nuclear-powered
electricity generation does not pose a weapons proliferation risk per se, it is still likely to raise concerns
regarding dual-use technologies, thereby highlighting imperfections in global energy governance. In parallel,
delay in the ratification of the New START Treaty risks undermining the “reset” in relations between the
Russian Federation and the United States and weakening the impetus of non-proliferation and arms
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reduction — as do recurring worries regarding North Korea’s nuclear status and the uncertainties surrounding
Iran’s intentions on the matter. Meanwhile, technological barriers to manufacturing and delivering WMD
have been falling, and illegal transfers of technology have occurred repeatedly, including in the nuclear
realm.

According to some experts, the risk of acquisition of WMD materials by non-state actors — and their
willingness to use such tools — is considerable and could increase. While a fully-fledged nuclear programme is
far beyond the capacity of any non-state actor, much nuclear material remains insecure. Perhaps even more
significantly, the Forum’s community of experts argues that the use by terrorists of improvised radiological
devices, the sabotage of commercial chemical plants and/or supply chains, and the possible occurrence of
small-scale biological attacks rank high among risks to watch in the CBRN field.

For the purpose of this paper, the South African situation with regard to Weapons of Mass Destruction as
part of this specific ‘Risk to Watch’ will not be discussed in detail.

3.6.Outliers in the risk landscape for further reflection

The GRR2011 also identifies four additional risks, broadly perceived to be “outliers”. These risks are
considered either because of high levels of uncertainty about their assessment or because the attributes of
these risks are only now becoming visible. These risks are considered due to the fact that, under certain
circumstances, they could move rapidly to the centre of the risk landscape. These risks are:

e Space security risk is associated with the risk of economic damage and geopolitical tension from
insufficient regulation of commercial and military activity beyond the earth’s atmosphere. As part of the
GRR2011, this risk was the least familiar risk of the set, with respondents displaying very low levels of
confidence in their responses because of a lack of technical knowledge or readily plausible scenarios.
This led a number of experts to suggest this risk was being systematically underestimated.

¢ A slowing Chinese economy — The robustness of the Chinese economy since the global financial crisis
means a slowing Chinese economy was this year perceived to be one of the least likely of the 37 global
risks, a significant change from previous years. However, the potential impact is high, with Chinese
growth currently fuelling a significant proportion of the world’s economic activity. A Chinese slowdown
might also precipitate social instability domestically, leading to political instability that could threaten
the entire region.

* Ocean governance is another outlier, ranking low in both likelihood and impact despite expert opinion
that places the decline of fish stocks and disputes over marine territories as highly likely and of very high
impact.

¢ A final outlier is threats from new technologies — unintended consequences for human, animal or plant
life from the release of agents into the biosphere created by genetic engineering, synthetic biology or
nanotechnology. As part of the GRR2011 study, stakeholders rated this threat as of low impact and
likelihood. However while experts interviewed concurred that numerous regulatory authorities in this
area lower the risk’s likelihood, it was being underestimated in terms of impact.
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4. Common global risk response strategies according to the GRR2011

The focus of the GRR2011 is on improving understanding of global risks, rather than analysing optimal risk

response strategies. Nevertheless, a generic framework for risk response is helpful when determining

possible risk reduction options. Figure 16 below depicts five broad, non-exclusive strategies that might be

employed by a government, corporation or individual to reduce overall risk exposure.

Initial risk
exposure

Residual
risk

Ignore Avoid Mitigate Adapt Transfer Accept

Level of severity

Figure 16: Generic Risk Response Strategies.'*

The GRR2011 defines the generic risk response strategies as follows:

The first and most obvious option is to seek to avoid the risk wherever possible;

The second option is to mitigate the risk directly — to attempt to reduce the impact or likelihood of the
risk at source. For example, a corporation facing climate change-related risks could lobby internationally
to reduce carbon emissions.

The third option is to adapt to the risk by preparing for its occurrence. Here, a corporation may
strengthen buildings or prepare emergency response plans. Homeowners residing in flood-prone areas
could elevate their structures or collaborate to put drainage systems in place.

The fourth option involves transferring risk. For individuals and companies, risk could be transferred to a
third party such as an insurer, or through more sophisticated hedging strategies. The equivalent from a
systemic perspective is to diffuse the risk, such that the second and third-order impacts are reduced. For
example, ensure that the collapse of a single bank does not cause the collapse of interbank lending.

These options can all reduce the resulting impact of the risk on an organization or system. However, the

final step is also critically important, and involves accepting the residual risk. This should be done in order to

ensure that the organization or individual accepting the risk is well aware of the potential impact and can

hold reserves or make other provisions to deal with the possible consequences.
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5. Conclusion

The paper provided a brief overview of a number of risks identified in the Global Risk Report 2011, as
compiled by the World Economic Forum. The paper aimed to provide some background information on
some of the identified risks, as well as provide an overview of the South African Situation with regard to
selected risks.

The aim of the paper was not to provide specific and detailes responses to the various risks, but rather to
raise awareness of these risks, and bring them to the fore front of Disaster Risk Reduction initiatives in
Southern Africa.

Each of the identified risks can be used as a topic for a paper on it’s own, and it is recommended that the
relevant and responsible government departments take heed of warning issued in the GRR2011 and this
paper in order to ensure the required initiatives are implemented to reduce the risks faced by South Africa.
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